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Found means fixed.

Al suggested fix

14 app.get('/',(req, res) => {
res.send(’'Hello ${req.query.name}!’);

res.send(’'Hello ${escape(req.query.name)}!’);
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The vulnerability in the code is due to the fact that user-provided input is di
in HTTP response without any sanitization. This can lead to a cross-site scrif
(XSS) attack if the user input contains malicious scripts.

To fix this, we need to sanitize the input before using it in the HTTP response.
to do this is to use the escape-html library, which can escape any special char

Al suggested fix

14 app.get('/', (req, res) => {
res.send('Hello ${req.query.name}!");

res.send('Hello ${escape(reg.query.name)}!’);
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2. Import the escape-html library inthe src/test.js file.

3. Use the escape function from the escape-html library to sanitize the req.query.name parameter before using
itin the HTTP response.
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eR -1,4 +1,5 @@
onst express = require('express');
t escape = require('escape-html');

const app = express();
- app.get('/', (req, res) => res.send('Hello , ${req.query.name}!’));
5 + app.get('/', (req, res) => res.send('Hello , ${escape(req.query.name)}!’));
Outside changed files
@@ -15,3 +15,4 @Q
"react-scripts": "4.0.3",
“express": "2&.17.1"
NeXpYess iAoy
"escape-html": "*1.0.3"
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