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\ Copilot Autofix in GitHub Advanced Security

Found means fixed
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Refactor page and add runner tracker #3

r‘ Open GeekTrainer wants to merge 1 commit into 1 from 1 Q

1. Replace the use of innerHTML with textContent to safely insert the user-
provided name into the div element.

2. Ensure that the name is properly handled even if it is null or undefined .

rts, powered by GitHub Copilot, may produce inaccurate results

@e -7,3 +7,3 @@
const div = document.createElement('div');
div.innerHTML = name ?? '‘;
div.textContent = name 7?7 '';

’,“ Reply.

Add more commits by pushing to the update-client branch on octodemo/run-tracker.
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https://github.blog/jp/2024-03-28-found-means-fixed-introducing-code-scanning-autofix-powered-by-github-copilot-and-codeql/
https://github.blog/wp-content/uploads/2024/08/CopilotAutofix_autofix-in-PR_Blog_001.mp4#t=0.001
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faster fixes in the faster fixes for faster fixes for

pull request cross-site scripting SQL injection
vulnerabilities vulnerabilities

28 minutes with Copilot Autofix vs.

1.5 hours manuall
v 22 minutes with Copilot Autofix vs. 18 minutes with Copilot Autofix vs.

2.8 hours manually 3.7 hours manually
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If a database query (such as a SQL or NoSQL query)
is built from user-provided data without sufficient
sanitization, a user may be able to run malicious
database queries.

Show paths

text("INSERT INTO runners
(name, age, city) VALUES (:name, :age,
rcity)"),
17 {"name": name, "age": age,
"city": city}
18 )
except: 19 except:

Create PR with fix
A

Tool Rule ID Query
CodeQL py/sql-injection View source

If a database query (such as a SQL or NoSQL query) is built from user-provided data without sufficient
sanitization, a user may be able to run malicious database queries.
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(1) First detected in commit 29 minutes ago
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https://github.blog/wp-content/uploads/2024/08/CopilotAutofix_Existing-Alerts_Blog_001.mp4#t=0.001
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SQL query built from user-controlled sources Dismiss alert - (SR

(j Openy in main 17 minu

&3 Speed up the remediation of this alert with Copilot autofix powered by Al © Generate fix

server/runner_database.py:15 (JJ
Affected branches

12 def create_runner(name, age, city):

try: © main
14 with engine.connect() as connection: N
15 return connection.execute(f"INSERT INTO runners (name, age, city) VALUES ('{name}’',

This SQL query depends on a user—provide

CodeQL S paths

print(traceback.format_exc())
18

Tool Rule ID Query
CodeQL py/sql-injection View source

If a database query (such as a SQL or NoSQL query) is built from user-provided data without sufficient
sanitization, a user may be able to run malicious database queries.
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https://youtu.be/mr6vQMDy-YU
https://docs.github.com/ja/code-security/code-scanning/introduction-to-code-scanning/about-code-scanning-with-codeql
https://github.blog/jp/2024-03-25-fixing-security-vulnerabilities-with-ai/
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https://github.com/enterprise/advanced-security?utm_source=blog&utm_medium=article&ref_loc=bottom&utm_campaign=copilot_agents_ghas
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https://docs.github.com/ja/enterprise-cloud@latest/code-security/code-scanning/introduction-to-code-scanning/about-code-scanning
https://docs.github.com/ja/enterprise-cloud@latest/code-security/secret-scanning/introduction/about-secret-scanning
https://docs.github.com/ja/enterprise-cloud@latest/code-security/supply-chain-security/understanding-your-software-supply-chain/about-supply-chain-security
https://docs.github.com/ja/enterprise-cloud@latest/code-security/security-advisories/guidance-on-reporting-and-writing-information-about-vulnerabilities/privately-reporting-a-security-vulnerability
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